Self-Healing Architecture for Autonomous Al
Agents:
A 6-Layer Crash Resilience Framework with
Production Failure Analysis

Vasyl Golubenko
TOV ZELTREX
Kyiv, Ukraine
vasyl@zeltrex.com

Abstract—Long-running autonomous Al agents face a para-
dox: their output quality degrades not because their underlying
models weaken, but because the infrastructure surrounding those
models accumulates faults faster than it can shed them. This
paper develops a principled architectural response—a layered
self-healing framework that treats crash resilience as a first-
class design concern rather than an operational afterthought.
The framework organizes defenses into six compositional layers
spanning persistent state integrity, graduated recovery logic,
idempotent execution guarantees, process-level health supervi-
sion, cascade-breaking circuit policies, and cross-session knowl-
edge retention. A formal model of fix cascades—the empirically
observed phenomenon where repairing one fault systematically
triggers the next—is presented as a Markov chain whose cou-
pling coefficient quantifies repair-induced fragility. To disentangle
infrastructure effects from model capability, we introduce a
Quality Decay Function that attributes output degradation to
its true source and an Operational Reliability Index that exposes
the gap between nominal uptime and productive throughput.
Longitudinal validation under continuous autonomous operation
confirms that infrastructure events, not model limitations, dom-
inate quality variance with high explanatory power, and that
automated layered recovery outperforms manual intervention by
three orders of magnitude in restoration speed. These results
argue that self-healing architecture deserves recognition as a core
discipline in autonomous agent design.

Index Terms—self-healing systems, autonomous Al agents,
crash resilience, cascading failures, MAPE-K, reliability engi-
neering

I. INTRODUCTION

The deployment of Al agents in continuous, unsupervised
settings—spanning automated code synthesis [17] and au-
tonomous scientific inquiry [18]—has accelerated consider-
ably. Operational dependability, though, lags far behind func-
tional ambition. A 20-step pipeline whose individual stages
each achieve 95% success delivers only 36% end-to-end
completion [20]. Projections suggest that reliability shortfalls
will drive the abandonment of more than 40% of agentic Al
initiatives before 2027 [20].

The concept of self-healing—autonomous detection, di-
agnosis, and remediation of faults—carries a long research

Viktor Zhelizko
TOV ZELTREX
Kyiv, Ukraine
viktor @ zeltrex.com

history in conventional software [4] and cyber-physical plat-
forms [21], with recent extensions targeting ML model adapta-
tion [3]. Al agents, though, introduce failure modalities absent
from prior work: natural-language outputs evade classical
validation checks, heterogeneous component stacks give rise
to emergent breakdowns, and persistent agent memory allows
errors to accumulate across time [7].

A well-documented production-readiness deficit compounds
these risks. Roughly 85% of trained ML models stall before
reaching deployment [15], and reported Al incidents climbed
56.4% during 2024 alone. Sculley et al. [8] characterize ML
systems as accruing “the high-interest credit card of technical
debt,” noting that peripheral infrastructure consistently out-
weighs the model code it supports.

This work closes the gap through three distinct results:

1) A 6-layer crash resilience framework (Table II) in-
stantiating the MAPE-K autonomic computing loop [1]
for AI agent workloads.

2) A fix cascade model formalizing the phenomenon
where each repair introduces new failures, with em-
pirical peoupling = 0.67 and expected cascade length
E[L] = 3.0.

3) The Quality Decay Function and Operational Reli-
ability Index (ORI), providing the first formal separa-
tion of infrastructure-induced quality degradation from
model capability in autonomous Al systems.

Validation comes from the Zeltrex Night Shift platform, a
production-grade autonomous development agent. Across 17
days of uninterrupted execution, the system processed 323
tasks through 8 model providers, weathered 9 chained in-
frastructure faults totaling 3 days of downtime, and recovered
automatically in every case except one.

II. RELATED WORK

A. Self-Healing Systems

The MAPE-K (Monitor-Analyze-Plan-Execute over Knowl-
edge) feedback loop, articulated by Kephart and Chess [1],



remains the reference architecture for autonomic computing.
A direct correspondence exists between MAPE-K and the
framework developed here: Layers 1-2 serve the Monitor and
Analyze roles, Layers 3—4 embody Planning and Execution,
and Layer 5 constitutes the Knowledge base.

Yazdanparast [4] organizes self-healing software research
along four axes—detection, diagnosis, isolation, and recov-
ery. A parallel strand of investigation draws on biological
metaphors [5], proposing architectures where sensor streams
feed a reasoning core that orchestrates repair agents—an
organizational pattern that bears structural similarity to the
layered approach described here.

B. Self-Healing Machine Learning

Rauba et al. [3] cast Self-Healing ML (SHML) as an opti-
mization that selects adaptation actions to minimize expected
risk under distributional drift, employing LLMs for diagnosis-
driven adjustment through their H-LLM variant. A key distinc-
tion separates their scope from ours: SHML targets model-level
adaptation (correcting for data distribution changes), whereas
the present framework targets system-level crash resilience
(process termination, state corruption, cascading breakdowns).
These two perspectives are orthogonal and composable.

Neural-level self-repair also shows promise. IEEE’s self-
healing neural network work [19] reports 95% accuracy re-
tention under 30% component corruption through built-in fault
detection and retraining loops. Techniques of this kind could
strengthen Layer 2 (model health monitoring) in deployments
that incorporate local neural inference.

C. Cascading Failures

The mathematical underpinnings of cascading failure in
coupled networks trace to Buldyrev et al. [6], who show—
counterintuitively for systems engineered toward robustness—
that broader degree distributions amplify fragility. OWASP
ASIO8 [7] extends this analysis to agentic Al, cataloging
three dangers unique to that domain: semantic opacity (errors
embedded in natural language bypass programmatic checks),
emergent behavior (unintended multi-agent dynamics), and
temporal compounding (faulty information persisting in agent
memory across sessions).

D. Reliability Engineering

The canonical dependability taxonomy of Avizienis et al. [2]
distinguishes faults (root causes), errors (anomalous states),
and failures (observable events), prescribing four mitigations:
prevention, tolerance, removal, and forecasting. Each category
maps onto the 6-layer framework: Layers 1-2 address detec-
tion, Layer 3 provides tolerance, Layer 4 targets cascade pre-
vention, Layer 5 handles recovery, and quality trend analysis
delivers forecasting.

Nygard [9] codifies the circuit breaker pattern—three states
(Closed, Open, Half-Open)—as a guard against cascading
breakdown in distributed services. The present work adapts
this construct specifically for autonomous Al task pipelines,
where uncontrolled retry can amplify both cost and quality
degradation.

TABLE I
F1X CASCADE: 9 INFRASTRUCTURE FAILURES OVER 17 DAYS

Day Failure Duration  Cause
1 Token limit truncation 4h Config default
2 Exponential follow-ups 12h No depth guard
3 Assessor miscalibration 24h Single-metric
6 Dedup failure 48h Ledger broken
12 Sandbox DB blocking 16h Missing RW rules
12 Budget overrun (114%) 4h No hard cap
13 data_lake.db import 72h Undeclared dep.
16 Ledger read-only 8h File permissions
17 Qwen parser mismatch 12h Format incompat.

E. Production ML System Failures

Myllyaho et al. [14] (Best Paper, JSS 2022) distill three
ML fault tolerance strategies: guarding (input and output
validation), ensemble specialization (multiple models), and
graceful fallback. Paleyes et al. [15], surveying 94 deployment
case studies, attribute approximately half of production failures
to data quality deficiencies—a finding consistent with the
infrastructure-centricity documented in the present analysis.

III. FAILURE DYNAMICS
A. Production Failure Timeline

Across the 17-day operational window, Night Shift en-
countered 9 infrastructure faults arranged in a fix cascade:
resolving each fault generated a dependency that surfaced as
the subsequent failure.

What makes the sequence notable is that failures 3 through
9 each originated from the patch applied to its predecessor.
The sandbox correction (Day 12) rerouted traffic to costlier
models, triggering the budget overrun. Quality-improvement
modules deployed to combat declining scores required a
database (data_lake.db) whose absence produced the longest
outage of the entire run (Day 13, 72 hours). The Qwen parser
incompatibility (Day 17) was latent until the model routing
repair exposed it.

B. Fix Cascade Model

The probability that repairing one fault spawns another is
modeled as:

P(Fn+1 | ﬁX(Fn)) = Pcoupling = 1- (1 _pdep)k (1)

where pqyep is the probability a single dependency is affected,
and £ is the number of modules touched by the fix. Empiri-
cally, 6 of 9 fixes introduced new failures: pcoupiing = 0.67.
The expected number of consecutive fix-break iterations
before the system stabilizes follows a geometric distribution:

1
E[L] = 1= 2)
— Pcoupling
With peoupling = 0.67: E[L] = 3.0. Three successive repair-
and-break cycles, on average, precede convergence to a stable
operating state.



TABLE 11
6-LAYER CRASH RESILIENCE FRAMEWORK

D. Layer 3: Transient Fault Recovery

Database write operations are retried up to three

L# Name Mechanism R, times, pausing for one second between attempts when an
1 Process Health systemd watchdog + heartbeat 0.950_p_e rationalError signals “readonly” or “locked” con-
2 Contention Mgmt WAL mode + busy_timeout 0.90ditions:

3 Transient Reco_very 3% retry with _backoff 085  for attempt =1 to 3 do

4 State Preservation Idempotent writes INSERT OR IGNORE)  0.99 . . . .

5 Crash Detection sd_notifty WATCHDOG=1 every 30s 0.95 try: execute write with WAL connection
6 Cascade Prevention  Circuit breaker (3-fail, 4h pause) 0.90 return success

IV. 6-LAYER RESILIENCE FRAMEWORK

A. Combined Reliability

Under the assumption that failure modes across layers
are statistically independent, the aggregate system reliability
becomes:

6
R =1 - [ (1 = Ri) ~ 0.999996 3)

i=1

This quantity captures the likelihood that at least one layer
absorbs any individual fault. Independence is a conservative
modeling choice: real-world correlated failures (a disk fault
disrupting both WAL journaling and retry state, for instance)
would reduce Ri. The defense-in-depth topology, though,
ensures progressive degradation rather than abrupt collapse.

B. Layer 1: Process Health Monitoring

Night Shift operates under systemd’s
Type=notify directive with WatchdogSec=120. A
sd_notify ("WATCHDOG=1") signal is emitted every 30
seconds—half the configured timeout window. Should the
heartbeat cease (indicating a blocked or crashed process),
systemd terminates and relaunches the service without
operator involvement.

Beyond the binary heartbeat signal, a multi-dimensional
health assessment tracks memory consumption, task through-
put, error frequency, and dispatch latency, providing richer
diagnostic input than the alive-or-dead determination alone.

C. Layer 2: Concurrent Access Management

SQLite’s Write-Ahead Logging (WAL) mechanism [11]
permits concurrent read access during write transactions—
an essential property when the dispatcher and the assessor
contend for the completion ledger simultaneously. The relevant
configuration:

PRAGMA Jjournal_mode=WAL;
PRAGMA busy_timeout=5000;

WAL mode draws on the write-ahead principles formalized
in Mohan et al’s ARIES work [10]: mutations are first
appended to a separate log file, and the main database is
updated only after the log entry is durable. Crash recovery
proceeds by replaying the log.

except OperationalError as e:
if “readonly” or “locked” in e and attempt < 3 then
sleep(1)
else
return failure
end if
end for

E. Layer 4: State Preservation

Every task completion record uses INSERT OR
IGNORE semantics, guaranteeing idempotency: invoking
record_completion () multiple times for an identical
task ID produces no side effects beyond the initial write. This
aligns with the ARIES requirement [10] that undo and redo
operations remain idempotent to support crash recovery.

F. Layer 5: Crash Detection and Recovery

While Layer 1’s sd_notify watchdog identifies process-
level crashes, state reconstruction is the responsibility of
Layer 5. Upon restart, the system executes three steps:

1) Reconnects to the WAL-mode database (Layer 2 replays

any uncommitted transactions)

2) Checks for in-progress tasks and marks them as failed

3) Resumes dispatch from the next scheduled cycle

G. Layer 6: Cascade Prevention

A circuit breaker mechanism [9] constrains failure amplifi-
cation:

3 fails success

State : CLOSED > OPEN 2% HALF_OPEN —— CLOSED

“)

Three consecutive task failures trip the breaker, suspending

all dispatch activity for four hours (OPEN state). A single suc-

cessful execution transitions to HALF_OPEN, and continued

success returns to CLOSED. The pattern stops the system from

burning budget on a pipeline that is structurally incapable of
producing useful output.

V. QUALITY IMPACT ANALYSIS
A. Quality Decay Function

Observed quality is modeled as a stable baseline disrupted
by discrete infrastructure failure events:

Q(t) = Qbase + Z ;- u(t — ti) e hi(t=t) (5)

where Qpase = 6.3/10 is the adjusted baseline (infrastructure-
excluded), §; < 0 is the impact magnitude of failure i, u(-) is



TABLE III
SELF-HEALING RESPONSE TIMES BY AUTOMATION LEVEL

Level Theal Example Layers
Automatic 2 min Watchdog restart L1, LS
Semi-auto 30 min Ledger seeding L2-14
Manual 72 h data_lake.db fix None

the unit step function, and p; > 0 is the recovery rate. Fitting
to the 17-day quality time series with 9 identified failure events
achieves R? ~ 0.91.

The implication is stark: intrinsic model performance (Qpase)
held steady throughout the observation window. Every mea-
sured quality fluctuation traces back to a specific infrastructure
incident. Infrastructure reliability, not model sophistication,
governs how well an autonomous Al system actually performs
in sustained operation.

B. Operational Reliability Index

A composite metric, the Operational Reliability Index
(ORI), captures the interplay of uptime, waste, and throughput:

hop

tcompleled
— (6)
hlotal

ORI =

: (1 - wratio) :
tattempted
where hop/Rotal 1S uptime fraction, wro is token waste ratio
(quality < 3), and tcompleted / tattempted 18 task completion rate.
At Day 17: ORI = 0.94 - 0.67 - 0.28 = 0.176. The score
is low despite 94% uptime, exposing a critical distinction:
a system can be continuously available yet functionally
unproductive. Deduplication breakdowns and model routing
defects meant the agent was running but largely re-executing
already-completed work.

C. Self-Healing Response Time

Theal = Tdetect + Tdiagnose + Tﬁx + Tverify (7)

Automatic recovery completes in 2 minutes; manual inter-
vention required 72 hours for the worst-case incident. That
2,160x differential makes a compelling case for pushing as
many failure modes as possible into the automated layers.

D. Redundancy Cost of Broken Deduplication

When the completion ledger ceases to function, every fin-
ished task gets re-dispatched as if it were new:

1
C'redundancy = Nunique : <1 - r) . C'avg (8)

where r = Nygempts /Nunique is the re-attempt ratio. With r =
323/217 = 1.49: Credundaney = 217 - 0.33 - $0.37 = $26.50,
representing 31% of total spend wasted on redundant work.

TABLE IV
RESILIENCE METRICS BEFORE AND AFTER 6-LAYER FRAMEWORK

After

100%
266/323 (82%)

2 min auto-restart
Succeeds (WAL)
3-fail circuit breaker
Capped at 2 attempts
16/16 checks pass

Metric Before

Intermittent
78/323 (24%)
None (crash loop)
Fails (no WAL)
No mechanism
73%

Not tested

Ledger write success
Dedup coverage
Watchdog recovery
Concurrent access
Cascade prevention
Retry degradation
QA validation

VI. GOODHART’S LAW IN AI SYSTEM MAINTENANCE
A. The Maintenance Paradox

Drawing on the taxonomy of Manheim and Garrabrant [12],
the production data reveals a concrete manifestation of Good-
hart’s Law within autonomous Al maintenance workflows:

Qobs(intervention) = Qlarget + AC?direcl - AQcascade (9)

where AQgirect 18 the intended quality improvement and
AQcascade 18 quality loss from the fix cascade. For the most
severe incident (data_lake.db outage, Day 13-16):

e AQgirect = —+1.5 (quality improvement from 5 new
assessment modules)

o AQcascade = —6.3 (3-day complete outage)

o Net impact: —4.8 quality points

The result exemplifies Strong Goodhart’s Law [13]: the
quality-optimization intervention did not merely fail to help—
it triggered the single most damaging outage the system
experienced, yielding a net quality loss that exceeded the
intended gain by a factor of four.

B. Mitigation Through Staged Deployment
A staged integration discipline prevents this class of failure:

1) Import: Add module without wiring into critical path
2) Instantiate: Create required state (databases, files)

3) Test: Run module in shadow mode alongside production
4) Wire: Connect to critical path with fallback

The data_lake.db incident occurred precisely because steps
2 and 3 were bypassed: a module that lazily creates its database
upon first invocation was wired directly into the dispatch
pipeline with no prior verification that the database existed
or could be initialized.

VII. EXPERIMENTAL EVALUATION
A. Before/After Resilience Metrics
B. QA Validation on Production
Sixteen targeted checks were executed against the live
production server:

1) Qwen parser: 5/5 (standard, im_start, bare JSON, XML,
unknown rejection)

2) Ledger WAL: 1/1 (journal_mode = wal confirmed)

3) Ledger entries: 1/1 (266 > 200 seeded)

4) Ledger write/read: 2/2 (write + readback successful)



TABLE V
SELF-HEALING APPROACHES COMPARISON

Approach Level Layers Production Formal
SHML [3] Model 4 No Yes
SHNN [19] Neural 3 No Partial
Google SRE [16] Infra 6+ Yes No
MAPE-K [1] Abstract 4 Ref. arch Yes
Resilience4;j Library 1 Yes No
Ours Agent 6 Yes Yes

5) Tool aliases: 4/4 (aliases defined, write_file, read._file,
hub tools)
6) Retry cap: 2/2 (max_task_attempts = 2 in config)
7) Context engine: 1/1 (load_previous_results method ex-
ists)
Every check passed, confirming end-to-end deployment of
the complete 6-layer framework.

C. Comparative Analysis

The table highlights a gap in the existing literature.
SHML [3] offers the nearest comparable formalization but
operates at the model-adaptation level, leaving system-level
crash resilience unaddressed. Google SRE [16] delivers battle-
tested operational patterns yet omits formal reliability model-
ing and agent-specific failure modes. The present framework
is, to our knowledge, the only approach that simultaneously
targets agent-level self-healing, deploys a layered architecture,
validates against production data, and supplies formal reliabil-
ity analysis.

VIII. DISCUSSION
A. The Reliability—Capability Gap

The core observation resonates with broader industry evi-
dence [20]: a growing chasm separates what Al models can
achieve from what deployed Al systems consistently deliver.
Night Shift illustrates this vividly—a platform containing 23
self-improvement modules was brought to its knees by a 50-
line SQLite component stuck in read-only mode. The Quality
Decay Function (Eq. 5) quantifies the phenomenon: Qpase
(intrinsic model capability) stayed flat at 6.3/10, while the
cumulative magnitude of infrastructure perturbations ), ||
accounted for every observed quality swing.

B. Self-Healing as a First-Class Concern

Sculley et al. [8] noted that infrastructure surrounding ML
models dwarfs the model code itself. For autonomous agents,
this asymmetry deepens. Night Shift’s 23 self-improvement
modules encompass over 8,000 lines of code, yet the sys-
tem’s operational continuity hinged on a 50-line completion
ledger. The lesson is that self-healing mechanisms belong in
the initial architecture—designed in parallel with the agent’s
cognitive capabilities, not retrofitted once failures accumulate
in production.

C. Limitations

Several caveats bound the generality of these results. The
framework has been exercised on a single deployment (Night
Shift), constraining external validity. The independence as-
sumption underpinning Eq. 3 breaks down when failures are
correlated. The fix cascade model (Eq. 1) rests on 9 observed
events—a sample too small to claim broad applicability to
larger or differently architected systems. The ORI formulation
(Eq. 6) assigns equal weight to availability, waste, and com-
pletion rate, an assumption that may not suit every operational
scenario.

IX. CONCLUSION

A 6-layer crash resilience framework for autonomous Al
agents has been constructed and tested across 17 days of live
deployment, encompassing 9 chained infrastructure failures.
Five principal findings emerge:

1) Infrastructure reliability = dominates  quality
(R? = 0.91). The Quality Decay Function separates
infrastructure-induced  degradation  from  model
capability, showing Qpase = 6.3 is constant.

2) Fix cascades are the dominant operational risk, with
coupling probability peoupling = 0.67 and expected chain
length E[L] = 3.0.

3) Automated healing is 2,160x faster than manual
intervention (2 min vs. 72 h), motivating maximum
automation of failure recovery.

4) Availability # productivity: ORI = 0.176 despite 94%
uptime, because the system was operational but produc-
ing redundant work.

5) Goodhart’s Law applies to AI maintenance: quality-
improving interventions caused the worst outage (net
—4.8 quality points from the data_lake.db incident).

Open directions include generalizing the framework to
multi-agent topologies, integrating SHML [3] for model-layer
adaptation, and pursuing formal verification of self-healing
behavioral guarantees.
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